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Policy Overview:
The purpose of this policy is to safeguard and protect all members of The Trust online
community by providing a framework to promote and maintain a safe, effective and
responsive online safety culture. The policy is applicable to all members of Trinity Academy
Newcastle Trust. This includes staff, learners, volunteers, parents/carers, visitors and
community users who have access to and are users of The Trust digital technology systems,
both internally and externally.
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This policy links with other policies and practices





Allegation management / Whistleblowing
Anti-bullying
Acceptable Use Policies (AUP)
Behaviour and discipline policy









Child protection policy
Code of conduct / staff behaviour
Complaints policy
Confidentiality and data protection policy
Curriculum policies
Data Protection
Vetting Visitor Policy

Disclaimer
Every effort has been made to ensure that the information contained within this policy is up
to date and accurate and reflective of the latest legislative and statutory guidance. If errors
are brought to our attention, we will correct them as soon as is practicable.
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1. Introduction
Online safety in schools is of paramount importance. As the online world evolves, so do both
the online harms and risks facing our learner and the relevant legislation, both statutory and
non-statutory, which directs and guides how schools should meet their online safety
requirements.
School staff and Directors play a vital role in setting an example for the whole school and are
central to implementing policy and process. It is imperative that a whole school community
approach to online safety is adopted and that all stakeholders are aware of their
responsibilities and duties in relation to keeping learner safe online. This will support a robust
online safety ethos and ensure that schools are providing the best online safety provision they
possibly can.
This policy is applicable to all members of Trinity Academy Newcastle Trust (The Trust) This
includes, staff, learners, volunteers, parents/carers, visitors and community users who have
access to and are users of The Trust [digital technology systems, both internally and externally
within the home and community setting.
Aims
Our Trust aims to:
o
o
o

Have robust processes in place to ensure the online safety of learners, staff,
volunteers and Directors
Deliver an effective approach to online safety, which empowers us to protect
and educate the whole school community in its use of technology, including
mobile and smart technology (which we refer to as ‘mobile phones’)
Establish clear mechanisms to identify, intervene and escalate an incident,
where appropriate

o
The 4 key categories of risk
Our approach to online safety is based on addressing the following categories of risk:
o
o

o

o

Content – being exposed to illegal, inappropriate or harmful content, such as
pornography, fake news, racism, misogyny, self-harm, suicide, anti-Semitism,
radicalisation and extremism
Contact – being subjected to harmful online interaction with other users, such
as peer-to-peer pressure, commercial advertising and adults posing as learner
or young adults with the intention to groom or exploit them for sexual, criminal,
financial or other purposes
Conduct – personal online behaviour that increases the likelihood of, or causes,
harm, such as making, sending and receiving explicit images (e.g. consensual
and non-consensual sharing of nudes and semi-nudes and/or pornography),
sharing other explicit images and online bullying; and
Commerce – risks such as online gambling, inappropriate advertising, phishing
and/or financial scam

2. Online Safety School Statement
The Trust asserts that online safety is an essential element of safeguarding and duly
acknowledges its statutory obligation to ensure that all learners and staff are protected from
potential online harm.

The Trust believes that the internet and associated devices are an integral part of everyday
life
The Trust affirms that all learners should be empowered to build resilience and to develop
strategies to recognise and respond to online risks.
3. Policy Scope
Online safety is an omnipresent topic which requires recurrent regulatory review and places a
stringent duty of care on us all. This policy supports schools in meeting statutory requirements
as per the DfE guidance under KCSiE (2021), Working together to safeguard learner (2018)
and non-statutory guidance, Teaching online safety in schools (2019). Effective, timely and
robust online safety is fundamental to protecting learner and young people in education and it
is a significant part of the safeguarding agenda.
High quality online safety provision requires constant vigilance and a readiness to act where
abuse, exploitation or neglect is suspected. The landscape of safeguarding is constantly
evolving, and educational establishments must endeavour to embrace and shape their key
priorities in support of this. Education has a vital role to fulfil in protecting learner and young
people from forms of online abuse whilst demonstrating a concerted obligation to respond with
haste and flexibility to concerns as they arise. Above all, all staff must foster dedication to
ensuring that they listen to the voices of the vulnerable and act upon what is heard.
Safeguarding is everyone’s responsibility.
Defining online abuse: “Online abuse is any type of abuse that happens on the web, whether
through social networks, playing online games or using mobile phones” (NSPCC, 2019).
Hidden harms – types of online abuse may include:







Cyberbullying
Emotional abuse
Grooming
Sexting
Sexual abuse
Sexual exploitation

The types, patterns and different circumstances of significant harm and abuse should be
considered within the categories identified for learner in the Learner Act 1989 / 2004. These
are:





Neglect
Sexual
Physical
Emotional

Technology can facilitate a world of learning and development in addition to help yield a range
of opportunities. However, the stark reality is that it can also present a window to potential and
actual harm and abuse. It can elicit and support an array of illegal abusive behaviours
including, but not limited to:





harassment
stalking
threatening behaviour
creating or sharing child sexual abuse material







inciting a child to sexual activity
sexual exploitation
grooming
sexual communication with a child
causing a child to view images or watch videos of a sexual act.

This policy should be read alongside the relevant policies relating to safeguarding of learner
and in addition to the associated statutory legislation and guidance as stipulated on page 1-2
of this policy.
4. Roles and Responsibilities
The following section outlines the online safety roles and responsibilities of all stakeholders
across the online community within Trinity Academy Newcastle Trust.
4.1 Teachers and Staff
All members of school staff (teaching and non-teaching) have a responsibility to protect learner
online. This includes every member of staff who works at the school; Head of School ,
teachers, substitute teachers, work-experience staff, office staff, nurses, caretakers, cleaners,
etc. All teachers and staff must always act in accordance with their own professional
boundaries, upholding professional behaviour and conduct at all times.
All school staff need to:














Be aware of and adhere to all policies in school which support online safety and
safeguarding.
Contribute to policy development and review.
Support in the ownership and responsibility for the security of systems and the data
accessed.
Model good practice when using technology.
Know the process for making referrals and reporting concerns.
Know how to recognise, respond and report signs of online abuse and harm.
Receive appropriate child protection training.
Always act in the best interests of the child.
Be responsible for their own continuing professional development in online safety.
Continue to adhere to the principles of the Data Protection Act 2018.
Process (use, share, record) data as outlined in The Trust Data Protection Policy.
Know the process to report any breaches, or other data protection concerns.
Know the process to forward any Subject Access Requests.

4.2 Board of Directors and Senior Leadership Team
A member’s role for online safety in a school should include, but is not limited to:




Upholding online safety as a safeguarding issue which is embedded across the whole
school culture.
Ensuring that learner are provided with a safe environment in which to learn and
develop.
Where necessary, teaching about safeguarding, including online safety, is adapted for
vulnerable learner, victims of abuse and some learners with SEND







Ensuring that the school has appropriate filters and monitoring systems in place.
Ensuring the school has effective policies and training in place.
Carrying out risk assessments on effectiveness of filtering systems.
Auditing and evaluating online safety practice.
Ensuring there are robust reporting channels.

4.3 Designated Safeguarding Lead (DSL) and Deputy Designated Safeguarding Lead
(Deputy DSL)
With respect to online safety, it is the responsibility of the DSL to:








Ensure learner and young people are being appropriately taught about and know how
to use the internet responsibly.
Ensure teachers and parents are aware of measures to keep learner safe online
through relevant training provision.
Take responsibility for all safeguarding matters, including online safety in line with the
school child protection policy
Collaborate with the senior leadership team, the online safety lead and computing lead.
Facilitate effective record keeping and the reporting and monitoring of all online safety
concerns.
Promote online safety and the adoption of a whole school approach.
Maintain own training and learning needs, ensuring they are up to date with all matters
relating to online safety.

4.4 Learner and Young People
With respect to online safety in your school, learner need to:









Know who the DSL is.
Engage in age appropriate online safety education opportunities.
Contribute to policy development and review.
Read and adhere to online safety policies.
Respect the feelings of others, both off and online.
Take responsibility for keeping themselves and others safe online.
Where and how to find help with any online incidents or concerns.
How, when and where to report concerns and when to seek help from a trusted adult.

The UKCCIS 'Education for a Connected World' framework aims to equip learner and young
people for digital life. It covers:









Self-image and identity
Online relationships
Online reputation
Online bullying
Managing online information
Health, wellbeing and lifestyle
Privacy and security
Copyright and ownership

4.5 Parents and Carers
Parents and carers need to understand the risks that learner face online to protect them from
online dangers. Parents need to:









Read and adhere to all relevant policies.
Be responsible when taking photos/using technology at school events.
Know who the school DSL is.
Know how to report online issues.
Support online safety approaches and education provision.
Be a role model for safe and appropriate behaviour.
Identify changes in learner’s behaviour that could indicate they are at risk of online
harm or abuse.

5. Education and Training
Safeguarding activity across the United Kingdom (UK) continues to intensify in volume and
intricacy with national influences relating to political uncertainty, a rise in poverty, an increase
in the ageing population, sustained funding pressures and increased demand for child and
adult services.
Furthermore, a commitment to ensuring the provision of an integrated and highly robust
safeguarding service for all ages is essential. Effective online safety provision and promotion
of the welfare of learner and young people relies upon constructive relationships that are
conducive to robust multi-agency partnership working. This can only be effective when all staff
are knowledgeable, confident and equipped with the skills to deal with processes and
procedures when concerns arise relating to online abuse or harm.
Online safety has a high emphasis on a competent well-established workforce, up to date
policies and procedures, robust governance arrangements and collaborative practices. Types
of online risk usually fall under one of four categories:
Contact: Contact from someone online who may wish to bully or abuse the child. This could
also include online grooming, online harassment or activities of a commercial nature, including
tracking and harvesting person information.
Content: Inappropriate material available to learner online including: adverts, spam,
sponsorship, personal info, violent or hateful content, pornographic or unwelcome sexual
content, biased materials, racist materials, and misleading information or advice.
Conduct: The child may be the perpetrator of activities including: illegal downloading, hacking,
gambling, financial scams, bullying or harassing another child. They might create and upload
inappropriate material or provide misleading information or advice.
Commerce: The child may be exposed to risks such as online gambling, inappropriate
advertising, phishing and/or financial scam
Educating learners about online safety
Learners will be taught about online safety as part of the curriculum:.
All schools have to teach:
Relationships education and health education in primary schools
Relationships and sex education and health education in secondary schools
Primary schools
o

Use technology safely, respectfully and responsibly

o

Recognise acceptable and unacceptable behaviour

o

Identify a range of ways to report concerns about content and contact

By the end of primary school, learners will know:
o

That people sometimes behave differently online, including by pretending to be
someone they are not

o

That the same principles apply to online relationships as to face-to-face
relationships, including the importance of respect for others online including
when we are anonymous

o

The rules and principles for keeping safe online, how to recognise risks, harmful
content and contact, and how to report them

o

How to critically consider their online friendships and sources of information
including awareness of the risks associated with people they have never met

o

How information and data is shared and used online

o

What sorts of boundaries are appropriate in friendships with peers and others
(including in a digital context)

o

How to respond safely and appropriately to adults they may encounter (in all
contexts, including online) whom they do not know

Secondary schools insert:
In Key Stage 3, learners will be taught to:





o

Understand a range of ways to use technology safely, respectfully, responsibly
and securely, including protecting their online identity and privacy

o

Recognise inappropriate content, contact and conduct, and know how to report
concerns

Learners in Key Stage 4 will be taught:
o

To understand how changes in technology affect safety, including new ways to
protect their online privacy and identity

o

How to report a range of concerns

By the end of secondary school, learners will know:
o

Their rights, responsibilities and opportunities online, including that the same
expectations of behaviour apply in all contexts, including online

o

About online risks, including that any material someone provides to another
has the potential to be shared online and the difficulty of removing potentially
compromising material placed online

o

Not to provide material to others that they would not want shared further and
not to share personal material which is sent to them

o

What to do and where to get support to report material or manage issues online

o

The impact of viewing harmful content

o

That specifically sexually explicit material (e.g. pornography) presents a
distorted picture of sexual behaviours, can damage the way people see
themselves in relation to others and negatively affect how they behave towards
sexual partners

o

That sharing and viewing indecent images of learner (including those created
by learner) is a criminal offence which carries severe penalties including jail

o

How information and data is generated, collected, shared and used online

o

How to identify harmful behaviours online (including bullying, abuse or
harassment) and how to report, or find support, if they have been affected by
those behaviours

o

How people can actively communicate and recognise consent from others,
including sexual consent, and how and when consent can be withdrawn (in all
contexts, including online)

All schools


The safe use of social media and the internet will also be covered in other subjects
where relevant.



Where necessary, teaching about safeguarding, including online safety, will be
adapted for vulnerable learner, victims of abuse and some learners with SEND.

5.1 Learners
The Trust will promote safe and responsible internet use:




Education regarding safe and responsible use and access of the internet.
Include online safety in Personal, Social, Health and Economic (PSHE) education,
Relationships and Sex Education (RSE) and Information Computer Technology
studies.
Reinforce online safety messages as a continuum.

The Trust will support learner’s understanding based on age and ability:







Acceptable use posters in all rooms with internet access.
Informing all learners of monitoring and filtering in place.
Implement peer education strategies.
Provide continuous training and education as part of their transition across key stages.
Use alternative, complementary support where needed.
Seeking learner voice.

5.2 Vulnerable Learners
Vulnerable learner who need our help the most are not only missing out on opportunities to
flourish online but are often experiencing the very worst that the online world can be. Over 2
million learner in England are living in families with complex needs. Many learner are living in
families with domestic abuse, parental substance abuse and mental health problems.
The Trust recognises that some learners are more vulnerable due to a range of factors. Those
learner may be:





Receiving statutory care or support.
Known to have experienced specific personal harm.
With a disability, ill-health or developmental difficulties.
In households or families with characteristics or locations that indicate higher potential
likelihood of current and future harm.





Vulnerable or of concern by virtue of their identity or nationality.
At risk in relation to activity or institutions outside the home.
Caring for others.

The Trust will ensure the effective and safe provision of tailored online safety education.
The Trust will obtain input and advice from specialist staff as deemed necessary.
5.3 Staff
The Trust will:










Ensure provision of robust policies and practices as part of induction and ongoing
training provision.
Provide up to date online safety training at least annually or more in line with legislative
and statutory changes and/or online safety incidents arising.
Ensure training will include recognition of risks and responding to concerns.
Inform of monitoring and filtering processes.
Make staff aware that their online conduct outside of work can impact upon their
professional role and responsibilities.
Advise of appropriate resources.
Ensure that all staff are aware of procedures to follow in recognising, responding and
reporting online safety concerns.
Staff are responsible for responding appropriately to all reports and concerns about
sexual violence and/or harassment, both online and offline
Ensure that visitor vetting procedures are followed for all virtual learning visitors

5.4 Parents and carers
The Trust will:






Recognise and cultivate the essential role parents and carers have in fostering safer
online safety practices in learner and young people.
Ensure provision of resources, support and advice.
Ensure provision and adherence to online safety policies and other policies of
relevance.
Advise of how and when to raise concerns.
Provide details of all relevant contacts (for example, the DSL).

6. Cultivating a safe environment
“All staff should be aware of indicators, which may signal that learner are at risk from, or are
involved with serious violent crime. These may include increased absence from school, a
change in friendships or relationships with older individuals or groups, a significant decline in
performance, signs of self-harm or a significant change in well-being, or signs of assault or
unexplained injuries. Unexplained gifts or new possessions could also indicate that learner
have been approached by, or are involved with, individuals associated with criminal networks
or gangs” (DfE, 2020).
Learner should be educated in an age-appropriate way around:





How to evaluate what they see online
How to recognise techniques for persuasion
Their online behaviour
How to identify online risks



How and when to seek support

6.1 Evaluate: How to evaluate what they see online
This will enable learners to make judgements about what they see online and not automatically
assume that what they see is true, valid or acceptable.
The Trust will help learners to consider questions including:







Is this website/URL/email fake? How can I tell?
What does this cookie do and what information am I sharing?
Is this person who they say they are?
Why does someone want me to see this?
Why does someone want me to send this?
Why would someone want me to believe this?

6.2 Recognise: How to recognise techniques used for persuasion
This will enable learners to recognise the techniques that are often used to persuade or
manipulate others. A strong grasp of knowledge across many areas makes people less
vulnerable to these techniques and better equipped to recognise and respond appropriately
to strongly biased intent or malicious activity.
The Trust will help learners to recognise:





Online content which tries to make people believe something false is true and/or
mislead (misinformation and disinformation).
Techniques that companies use to persuade people to buy something.
Ways in which games and social media companies try to keep users online longer
(persuasive/sticky design)
Criminal activities such as grooming.

6.3 Online Behaviour
This will enable learners to understand what acceptable and unacceptable online behaviour
looks like. The Trust will teach learners that the same standard of behaviour and honesty
applies online and offline, including the importance of respect for others. The Trust will also
teach learners to recognise unacceptable behaviour in others.
The Trust will help learners to recognise acceptable and unacceptable behaviour by:





Looking at why people behave differently online. For example, how anonymity (you do
not know me) and invisibility (you cannot see me) affect what people do.
Looking at how online emotions can be intensified resulting in mob mentality.
Teaching techniques (relevant on and offline) to defuse or calm arguments (for
example, a disagreement with friends) and disengage from unwanted contact or
content online; and
Considering unacceptable online behaviours often passed off as so-called social
norms or just banter. For example, negative language that can be used, and in some
cases is often expected, as part of online gaming and the acceptance of misogynistic,
homophobic and racist language that would never be tolerated offline.

6.4 Identify: How to identity online risks

This will enable learners to identify possible online risks and make informed decisions about
how to act. This should not be about providing a list of what not to do online. The focus should
be to help learners assess a situation, think through the consequences of acting in different
ways and decide on the best course of action.
The Trust will help learners to identify and manage risk by:








Discussing the ways in which someone may put themselves at risk online.
Discussing risks posed by another person’s online behaviour.
Discussing when risk taking can be positive and negative.
Discussing “online reputation” and the positive and negative aspects of an online digital
footprint. This could include longer-term considerations, i.e. how past online
behaviours could impact on their future when applying for a place at university or a job
for example.
Discussing the risks vs, the benefits of sharing information online and how to make a
judgement about when and how to share and who to share with.
Asking questions such as what might happen if I post something online? Who will see
it? Who might they send it to?

6.5 How and when to seek support
This will enable learners to understand safe ways in which to seek support if they are
concerned or upset by something they have seen online.
The Trust will help learners by:





Helping them to identify who trusted adults are.
Looking at the different ways to access support from the school, police, the National
Crime Agency’s Click CEOP reporting service for learner and 3rd sector organisations,
such as Childline and the Internet Watch Foundation. This should link to wider school
policies and processes around reporting of safeguarding and child protection incidents
and concerns to school staff (see Keeping Learner Safe in Education).
Helping them to understand that various platforms and apps will have ways in which
inappropriate contact or content can be reported.

Training
All new staff members will receive training, as part of their induction, on safe internet use and
online safeguarding issues including cyber-bullying and the risks of online radicalisation.
All staff members will receive refresher training at least once each academic year as part of
safeguarding training, as well as relevant updates as required (for example through emails, ebulletins and staff meetings).
By way of this training, all staff will be made aware that:
Technology is a significant component in many safeguarding and wellbeing issues, and that
learner are at risk of online abuse
Learner can abuse their peers online through:


Abusive, harassing, and misogynistic messages





Non-consensual sharing of indecent nude and semi-nude images and/or videos,
especially around chat groups
Sharing of abusive images and pornography, to those who don’t want to receive such
content
Physical abuse, sexual violence and initiation/hazing type violence can all contain an
online element

Training will also help staff:
•
•
•

develop better awareness to assist in spotting the signs and symptoms of online
abuse
develop the ability to ensure learners can recognise dangers and risks in online
activity and can weigh the risks up
develop the ability to influence learners to make the healthiest long-term choices
and keep them safe from harm in the short term

The DSL [and deputy/deputies] will undertake child protection and safeguarding training,
which will include online safety, at least every 2 years. They will also update their knowledge
and skills on the subject of online safety at regular intervals, and at least annually.
Directors will receive training on safe internet use and online safeguarding issues as part of
their safeguarding training.
Volunteers will receive appropriate training and updates, if applicable.
More information about safeguarding training is set out in our child protection and
safeguarding policy.
7. Responding to Online Safety Concerns
The safety of the child and young person is of paramount importance. Immediate action may
be required to safeguard investigations and any other learner and young people. Any concern
that learner and young people may be at risk of harm or abuse must immediately be reported.
Reputational issues must be managed appropriately by discussion with the relevant
communications team.
Online safety is recognised as part of the education settings safeguarding responsibilities –
the DSL should take lead responsibility for online safety concerns which should be recorded
and actioned. Learner and young people will be enabled (at a level appropriate to their age
and ability) to share online concerns. The child protection policy for The Trust includes
procedures to follow regarding online safety concerns.
Remember:






Child welfare is of principal concern – the best interests of learner take precedence.
If there is any immediate danger, contact the police on 999.
Refer to all appropriate agencies as per The Trust local process.
To respond swiftly and according to procedure to any Visago alerts



Always adhere to local safeguarding procedures and report to the DSL or Deputy DSL
immediately

Staff may also confiscate devices for evidence to hand to the police, if a learner discloses that
they are being abused and that this abuse includes an online element

8. Responding to Complaints

There are a number of sources from which a complaint or allegation might arise, including
those from:






A child or young person
An adult
A parent/carer
A member of the public (including a friend or relative)
A colleague

There may be up to three components in the consideration of an allegation:




A police investigation of a possible criminal offence.
Enquiries and assessment by learner’s social care or adult social care relating to
whether a child, young person or adult at risk is in need of protection or services.
Consideration by an employer of disciplinary action in respect of the
individual
(including suspension).

It is also the responsibility of the member of staff to inform their line manager if they are being
investigated in relation to learner, young people or adults at risk with respect to protection
concerns outside of work. They should also report if their own learner/steplearner/learner they
are living with become subject to child protection matters or an adult related to them or living
with them become subject to adult protection matters. The line manager must report this to
the DSL and Head Teacher (if DSL is not the Head Teacher).
9. Monitoring and Compliance

Monitoring Requirements

Monitoring Method
Monitoring Prepared by
Monitoring Presented to
Frequency of Reporting

For example:
Analysing incident logs
Checking planning for online safety lessons
Learner, parents and carers questionnaires
Evaluations
Through the Self Evaluation Cycle
Michelle Higgins –Trust Safeguarding Lead
Board of Directors
Termly

10. Financial Risk Assessment
Consider if there are any financial risks associated with this policy
11. Consultation / Approval Process
This policy has been devised in conjunction with the ICT Focus Group
12. Dissemination and Communication Process [*insert locally agreed process*]
The policy will be placed in the Trust’s Policies folder, on the school website and will be
publicised through an induction and training update, policy update briefings for staff and
notified to the Board of Directors. Newsletters and prospectus will be issued to all parents
and carers.
13. Development of the Policy

This policy will be reviewed after 1 year, or earlier in the light of any incidents or
investigations, legislative changes or developments in best employment practice, to
ensure its continuing relevance and effectiveness.

AUP STAFF, DIRECTORS, VOLUNTEERS
1. (This point for staff and Directors): I have read and understood Trinity Academy
Newcastle Trust’s full Online Safety policy and agree to uphold the spirit and letter of
the approaches outlined there, both for my behaviour as an adult and enforcing the
rules for learners. I will report any breaches or suspicions (by adults or learner) in line
with the policy without delay.
2. I understand it is my duty to support a whole-school safeguarding approach and will
report any behaviour which I believe may be inappropriate or concerning in any way to
the Designated Safeguarding Leads (if by a child) or Head of School (if by an adult).
3. During remote learning:
o

I will not behave any differently towards learners compared to when I am in
school. I will never attempt to arrange any meeting, including tutoring session,
without the full prior knowledge and approval of the school, and will never do
so directly with a learner. The same applies to any private/direct communication
with a learner.

o

I will not attempt to use a personal system or personal login for remote
teaching or set up any system on behalf of the school without SLT approval.

o

I will not take secret recordings or screenshots of myself or learners during
live lessons.

o

I will conduct any video lessons in a professional environment as if I am
in school. This means I will be correctly dressed and not in a bedroom /
impossible to tell that it is a bedroom if this is unavoidable (e.g. even if the
camera slips). The camera view will not include any personal information or
inappropriate objects and where possible to blur or change the background, I
will do so.

o

I must always initiate the ‘lobby’ and invite learners and visitors in.

o

I must always ensure that visitor vetting procedures are followed for all
external virtual learning visitors

o

I will complete the issue log for live lessons if anything inappropriate
happens or anything which could be construed in this way. This is for my
protection as well as that of learners

4. I understand that in past and potential future remote learning and lockdowns, there is
a greater risk for grooming and exploitation as learner spend more time at home and
on devices; I must play a role in supporting educational and safeguarding messages
to help with this.
5. I understand the responsibilities listed for my role in the school’s Online Safety policy.
This includes promoting online safety as part of a whole school approach in line with
the RSHE curriculum, as well as safeguarding considerations when supporting
learners remotely.

6. I understand that school systems and users are protected by security, monitoring and
filtering services, and that my use of school devices, systems and logins on my own
devices and at home (regardless of time, location or connection), including encrypted
content, can be monitored/captured/viewed by the relevant authorised staff members.
7. I understand that I am a role model and will promote positive online safety and model
safe, responsible and positive behaviours in my own use of technology, including social
media, e.g. by:


not sharing other’s images or details without permission



refraining from posting negative, threatening or violent comments about others,
regardless of whether they are members of the school community or not.

8. I will not contact or attempt to contact any learner or to access their contact details
(including their usernames/handles on different platforms) in any way other than
school-approved and school-monitored ways, which are detailed in the school’s Online
Safety Policy. I will report any breach of this by others or attempts by learners to do
the same to the Head of School
9. Learners school email addresses should not be used for sending work or for
communication purposes. All communications should be made through the TEAMS
platform.
10. Details on social media behaviour, the general capture of digital images/video and on
my use of personal devices is stated in the full Online Safety policy. If I am not sure if
I am allowed to do something in or related to school, I will not do it.
11. I understand the importance of upholding my online reputation, my professional
reputation and that of the Academy, and I will do nothing to impair either. More
guidance on this point can be found in this Online Reputation guidance for schools and
in Trinity Academy Newcastle Trust’s social media policy/guidance.
12. I agree to adhere to all provisions of the school Data Protection Policy
http://trinity.newcastle.sch.uk/media/downloads/public/Data_Protection_Policy_1920.
pdf at all times, whether or not I am on site or using a school device, platform or
network, and will ensure I do not access, attempt to access, store or share any data
which I do not have express permission for. I will protect my passwords/logins and
other access, never share credentials and immediately change passwords and notify
Berjees Tata if I suspect a breach. I will only use complex passwords and not use the
same password as for other systems.
13. I will not store school-related data on personal devices, USB keys, storage or cloud
platforms and I will only use safe and appropriately licensed software, respecting
licensing, intellectual property and copyright rules at all times.
14. I will never use school devices and networks/internet/platforms/other technologies to
access material that is illegal or in any way inappropriate for an education setting. I will
not attempt to bypass security or monitoring and will look after devices loaned to me.

15. I will not support or promote extremist organisations, messages or individuals, nor give
them a voice or opportunity to visit the school. I will not browse, download or send
material that is considered offensive or of an extremist nature by the school.
16. I understand and support the commitments made by learners, parents and fellow staff,
Directors and volunteers in their Acceptable Use Policies and will report any
infringements in line with school procedures.
17. I will follow the guidance in the safeguarding and online-safety policies for reporting
incident: I understand the principle of ‘safeguarding as a jigsaw’ where my concern
might complete the picture. I have read the sections on handing incidents and concerns
about a child in general, sexting, upskirting, bullying, sexual violence and harassment,
misuse of technology and social media.
18. I understand that I am responsible for responding appropriately to Visago Alerts via
the Smoothwall Filtering System whilst I work from home and from school
19. I understand that breach of this AUP and/or of the school’s full Online Safety Policy
here may lead to appropriate staff disciplinary action or termination of my relationship
with the school and where appropriate, referral to the relevant authorities.
To be completed by the user
I have read, understood and agreed to this policy. I understand that it is my responsibility to
ensure I remain up to date and read and understand the school’s most recent online safety /
safeguarding policies. I understand that failure to comply with this agreement could lead to
disciplinary action.
Signature:

_______________________________________

Name:

_______________________________________

Role:

_______________________________________

Date:

_______________________________________

To be completed by June Renwick Head of School (Business) I approve this user to be
allocated credentials for school systems as relevant to their role.
Systems:

TEAMS

Additional permissions (e.g. admin) _______________________________________
Signature:

_______________________________________

Name:

_______________________________________

Role:

_______________________________________

Date:

______________________________________

AUP Key Stage 2
These statements can keep me and others safe & happy at school and home
1. I learn online – I use the school’s internet, devices and logons for schoolwork,
homework and other activities to learn and have fun. All school devices and systems
are monitored, including when I’m using them at home.
2. I learn even when I must stay at home – I don’t behave differently when I’m learning
at home, so I don’t say or do things I wouldn’t do in the classroom or nor do teachers
or tutors. If I get asked or told to do anything that I would find strange in school, I will
tell another teacher.
3. I ask permission – At home or school, I only use the devices, apps, sites and games
I am allowed to and when I am allowed to.
4. I am creative online – I don’t just spend time on apps, sites and games looking at
things from other people. I get creative to learn and make things, and I remember my
Digital 5 A Day.
5. I am a friend online – I won’t share or say anything that I know would upset another
person or they wouldn’t want shared. If a friend is worried or needs help, I remind them
to talk to an adult, or even do it for them.
6. I am a secure online learner – I keep my passwords to myself and reset them if
anyone finds them out. Friends don’t share passwords!
7. I am careful what I click on – I don’t click on unexpected links or popups, and only
download or install things when I know it is safe or has been agreed by trusted adults.
Sometimes app add-ons can cost money, so it is important I always check.
8. I ask for help if I am scared or worried – I will talk to a trusted adult if anything upsets
me or worries me on an app, site or game – it often helps. If I get a funny feeling, I talk
about it.
9. I know it’s not my fault if I see or someone sends me something bad – I won’t get
in trouble, but I mustn’t share it. Instead, I will tell a trusted adult. If I make a mistake,
I don’t try to hide it but ask for help.
10. I communicate and collaborate online – with people I already know and have met
in real life or that a trusted adult knows about.
11. I know new online friends might not be who they say they are – I am careful when
someone wants to be my friend. Unless I have met them face to face, I can’t be sure
who they are.
12. I check with a parent/carer before I meet an online friend the first time; I never go
alone.

13. I don’t do live videos (livestreams) on my own – and always check if it is allowed. I
check with a trusted adult before I video chat with anybody for the first time.
14. I keep my body to myself online – I never get changed or show what’s under my
clothes when using a device with a camera. I remember my body is mine and no-one
should tell me what to do with it; I don’t send any photos or videos without checking
with a trusted adult.
15. I say no online if I need to – I don’t have to do something just because someone
dares or challenges me to do it, or to keep a secret. If I get asked anything that makes
me worried, upset or just confused, I should say no, stop chatting and tell a trusted
adult immediately.
16. I tell my parents/carers what I do online – they might not know the app, site or game,
but they can still help me when things go wrong, and they want to know what I’m doing.
17. I follow age rules – 13+ games and apps aren’t good for me so I don’t use them –
they may be scary, violent or unsuitable. 18+ games are not more difficult or skills but
very unsuitable.
18. I am private online – I only give out private information if a trusted adult says it’s okay.
This might be my address, phone number, location or anything else that could identify
me or my family and friends; if I turn on my location, I will remember to turn it off again.
19. I am careful what I share and protect my online reputation – I know anything I do
can be shared and might stay online forever (even on Snapchat or if I delete it).
20. I am a rule-follower online – I know that apps, sites and games have rules on how to
behave, and some have age restrictions. I follow the rules, block bullies and report bad
behaviour, at home and at school.
21. I am not a bully – I do not post, make or share unkind, hurtful or rude
messages/comments and if I see it happening, I will tell my trusted adults.
22. I am part of a community – I do not make fun of anyone or exclude them because
they are different to me. If I see anyone doing this, I tell a trusted adult and/or report it.
23. I respect people’s work – I only edit or delete my own digital work and only use words,
pictures or videos from other people if I have their permission or if it is copyright free
or has a Creative Commons licence.
24. I am a researcher online – I use safe search tools approved by my trusted adults. I
know I can’t believe everything I see online, know which sites to trust, and know how
to double check information I find. If I am not sure I ask a trusted adult.
25. I am not allowed to invite others to my lessons- I must never add or invite anyone
to my lessons or meetings as this keeps all my friends safe.

~~~~~~~~~~~~~~~~~~~~~
I have read and understood this agreement.
If I have any questions, I will speak to a trusted adult: at school that includes -----------------Outside school, my trusted adults are__________________________________

Signed: _______________________

Date: ___________________

Acceptable Use Key Stages 3 - 5
What am I agreeing to?
1. I will treat myself and others with respect at all times; when I am online or using any
device, I will treat everyone as if I were talking to them face to face.
2. Whenever I use a device, the internet or any apps, sites and games, I will try to be
positive and creative, to learn and share, to develop new skills, to have fun and prepare
for the future.
3. I consider my online reputation with everything that I post or share – I know anything I
do can be shared and might stay online forever (even on Snapchat or if I delete it).
4. I will tell a trusted adult if I have a problem or am worried about something online, and
I will encourage my friends to do so too. Statistics show that telling someone helps!
5. It can be hard to stop using technology sometimes, for young people and adults. When
my parents/carers or teachers talk to me about this, I will be open and honest if I am
struggling. I will remember the principles of the Digital 5 A Day.
6. It is not my fault if I stumble across (or somebody sends me) something violent, sexual
or otherwise worrying. But I will not share or forward it, and I will ask a trusted adult for
advice/help.
7. If I see anything that shows people hurting themselves or encouraging others to do so,
I will report it on the app, site or game and tell a trusted adult straight away.
8. I will ensure that my online activity or use of mobile technology, in school or outside,
will not cause my school, the staff, learners or others distress or bring the school into
disrepute.
9. I will only use the school’s internet, systems, devices and logins for school-related
activities for activities that are appropriate to what I am doing at that time (e.g. at school
I don’t play games unless I am allowed to, e.g. during lunch, and at home I don’t access
inappropriate sites or apps).
10. Whenever I use the internet or devices in school OR use school devices at home
OR log in on home devices at home, I may be monitored or filtered; the same
behaviour rules always apply.
11. I will keep logins, IDs and passwords secret and change my password regularly. If I
think someone knows one of my passwords, I will change it; if I think they have used
it, I will tell a teacher.
12. I will not try to bypass school security in any way or access any hacking files or tools.
13. I will only edit or delete my own files and not (even try to) view, change or delete other
people’s files or user areas without their permission.
14. I will use the internet, apps, sites & games responsibly; I will not use any that are
inappropriate for school use or for my age, including sites which encourage hate or
discrimination.

15. I understand that any information I see online could be biased and misleading, so I
should always check sources before sharing (see fakenews.lgfl.net for support).
16. I understand that bullying online or using technology is just as unacceptable as any
other type of bullying, and will not use technology to bully, impersonate, harass,
threaten, make fun of or upset anyone, at school or outside. I will stand up for my
friends and not be a bystander.
17. I will not post, look at, up/download or share material that could be offensive, harmful
or illegal. If I come across any, I will report it immediately.
18. I know some sites, games and apps have age restrictions (most social media are 13+)
and I should respect this. 18-rated games are not more difficult but inappropriate for
young people.
19. When I am at school, I will only message or mail people if it’s relevant to my learning.
20. Messages I send, or information I upload, will always be polite and sensible. I
understand that all messages I send reflect on me and the school.
21. I will be careful when opening files and attachments, checking for viruses etc. If I am
unsure I will not open a file, hyperlink or any other attachment.
22. I will not download copyright-protected material (text, music, video etc.).
23. I will not share my or others’ personal information that can be used to identify me, my
family or my friends on any online space, unless a trusted adult has given permission
or reviewed the site.
24. Livestreaming can be fun, but I always check my privacy settings and know who can
see what and when. If I livestream, my parents/carers know about it.
25. I know new online friends might not be who they say they are, so I am always very
careful when someone wants to ‘friend’ me. Unless I have met them face to face, I
can’t be sure who they are.
26. I will never arrange to meet someone face to face who I have only previously met in
an app, site or game without telling and taking a trusted adult with me.
27. When learning remotely, teachers and tutors will not behave any differently to
when we are in school. If I get asked or told anything that I would find strange in school,
I will tell another teacher.
28. I must never add or invite anyone else to a lesson or meeting online. This is the
teachers job.
29. I will only use my personal devices (mobiles, smartwatches etc) in school if I have been
given permission, and I will never take secret photos, videos or recordings of teachers
or learners, including when learning remotely.
30. I will respect my body and other people’s – part of that means using positive words
about myself and others; it also means not revealing too much on camera and not

sharing or posting photos or videos that show me or anyone else without all my/their
clothes on.
31. Many apps can identify where I am or where I made a post or took a photo, so I know
how to turn off location settings so everyone doesn’t see where I am, where I live or
go to school.
32. What I do on devices should never upset or hurt others & I shouldn’t put myself or
others at risk.
33. If I see, watch, read, hear or receive anything I am unhappy with or I receive a message
that makes me feel uncomfortable, e.g. bullying, sexual, extremist/hateful content, I
will not respond to it but I will talk to a trusted adult about it.
34. I don’t have to keep a secret or do a dare or challenge just because someone (even a
friend) tells me to – real friends don’t put you under pressure to do things you don’t
want to.
35. It is illegal to view any form of pornography if you are under 18 years old; I will not
attempt to do so and will report anyone who tries to trick me into doing so.
36. I can always say no online, end a chat or block someone; if I do, it’s best to talk to
someone, too.
37. I know who my trusted adults are at school, home and elsewhere, but if I know I can
also get in touch with Childline, The Mix, or The Samaritans.
~~~~~~~~~~~~~~~~~~~~~
I have read and understand these rules and agree to them.
Signed: _______________________

Date: _______

Acceptable Use for Parent/Carers
What am I agreeing to?
1. I understand that Trinity Academy Newcastle Trust uses technology as part of the daily
life of the school when it is appropriate to support teaching & learning and the smooth
running of the school, and to help prepare the learners and young people in our care
for their future lives.
2. I understand that the school takes every reasonable precaution to keep learners safe
and to prevent learners from accessing inappropriate materials, including behaviour
policies and agreements, physical and technical monitoring, education and support
and web filtering. However, the school cannot be held responsible for the nature and
content of materials accessed through the internet and mobile technologies, which can
sometimes be upsetting.
3. I understand that internet and device use in school, and use of school-owned devices,
networks and cloud platforms out of school may be subject to filtering and monitoring.
These should be used in the same manner as when in school, including during any
remote learning periods.
4. I will promote positive online safety and model safe, responsible and positive
behaviours in my own use of technology, including on social media: not sharing other’s
images or details without permission and refraining from posting negative, threatening
or violent comments about others, including the school staff, volunteers, Directors,
contractors, learners or other parents/carers.
5. The impact of social media use is often felt strongly in schools, which is why we expect
certain behaviours from learners when using social media. I will support the school’s
social media policy and not encourage my child to join any platform where they are
below the minimum age.
6. I will follow the school’s digital images and video policy, which outlines when I can
capture and/or share images/videos. I will not share images of other people’s learner
on social media and understand that there may be cultural or legal reasons why this
would be inappropriate or even dangerous. The school sometimes uses images/video
of my child for internal purposes such as recording attainment, but it will only do so
publicly if I have given my consent on the relevant form.
7. I understand that for my child to grow up safe online, s/he will need positive input from
school and home, so I will talk to my child about online safety.
8. I understand that my child needs a safe and appropriate place to do remote
learning if school or bubbles are closed (similar to regular online homework).
When on any video calls with school, it would be better not to be in a bedroom
but where this is unavoidable, my child will be fully dressed and not in bed, and
the camera angle will point away from beds/bedding/personal information etc.
Where it is possible to blur or change the background, I will help my child to do
so.
9. If my child has online tuition for catchup after lockdown or in general, I will
undertake necessary checks where I have arranged this privately to ensure they

are registered/safe and reliable, and for any tuition remain in the room where
possible, and ensure my child knows that tutors should not arrange new
sessions or online chats directly with them.
10. I understand that whilst home networks are much less secure than school ones, I can
apply child safety settings to my home internet. Internet Matters provides guides to
help parents do this easily for all the main internet service providers in the UK. There
are also child-safe search engines e.g. swiggle.org.uk and YouTube Kids is an
alternative to YouTube with age appropriate content.
11. I understand that it can be hard to stop using technology sometimes, and I will talk
about this to my learners, and refer to the principles of the Digital 5 A Day:
learnerscommissioner.gov.uk/our-work/digital/5-a-day/
12. I understand and support the commitments made by my child in the Acceptable Use
Policy (AUP) which s/he has signed, and I understand that s/he will be subject to
sanctions if s/he does not follow these rules.
13. I can find out more about online safety at Trinity Academy Newcastle Trust by reading
the full Online Safety Policy and can talk to the Designated Safeguarding Lead form
tutor, class teacher, etc ] if I have any concerns about my child/ren’s use of technology,
or about that of others in the community, or if I have questions about online safety or
technology use in school.
~~~~~~~~~~~~~~~~~~~~~
I/we have read, understood and agreed to this policy.
Signature/s:

_______________________________________

Name/s of parent / guardian:

_______________________________________

Parent / guardian of:

_______________________________________

Date:

_______________________________________

Tablet - Agreement
HIRER INFORMATION
NAME:
MODEL:

EQUIPMENT INFORMATION
SERIAL NUMBER
PERIOD OF LOAN

TERM:
This tablet is to be used at all times in conjunction with the Trust E-Safety Code of
Conduct & Acceptable Use Policy.
General
The above equipment is agreed as a resource for the User whilst a stakeholder within the
Trust. As part of this agreement the User undertakes to make best endeavours to keep the
equipment safe and in good condition. The above equipment must be returned to the Trust –
Central Admin Office when the user leaves the Trust.
The tablet must only be used for trust related activity; it is not for personal use and
must be available for use in lessons during term time.
The tablet must be kept secure at all times.
The tablet should be returned to Central Admin Office for any maintenance work upon request.
The Trust can terminate this agreement at any time.
Use of Software
The User may not install any software on to the tablet without authorisation from the Trust.
The User may not reconfigure, remove or copy any software or system settings on the tablet.
If the tablet is lost, stolen or damaged you must inform the Central Admin Office immediately.

You may not use Resources in connection with activities prohibited by any applicable
TANMAT policy or by any applicable laws, rules, regulations, or orders of any public authority
having jurisdiction including, without limitation, those concerning: Trademark, copyright
(including, but not limited to, copyrights covering text, images, audio, and video) and other
intellectual property, unauthorised use of a person’s image. Civil rights, commerce, computer
usage, conspiracy, telecommunications, defamation, forgery, obscenity, and privacy
(collectively “Laws”)
Care for the Tablet
The User agrees to take all-reasonable care of the equipment including carrying out normal
software or hardware maintenance activities, such as cleaning the equipment, monitoring
faults and errors, reporting errors as soon as possible to the Trust. The tablet must also be
handed in for periodic maintenance/changes when requested.

Insurance

The equipment is listed on the trust asset register but is not covered under the RPA insurance
whilst off the premises. The insurance therefore does not cover damage/loss in transit
between the Trust and the Users home. The tablet must not be left unattended in a vehicle at
any time.
Repair and Maintenance
The equipment listed will be repaired by the by the Trust’s normal repair arrangements (repairs
logged on tablet spreadsheet/information drive) but the User is responsible for transporting
the equipment to and from Central Admin for repair if necessary
Agreement of Parties
I acknowledge that I have read and understood the above terms and conditions under which
this tablet computer has been assigned to me. I accept that a breach of the Acceptable Use
of this equipment outlined in the Trust’s Acceptable Use Policy will result in the facility being
withdrawn and possibly disciplinary action. I also accept that a charge may be levied against
me if I do not comply with this policy and, repairs need to be made to the tablet.

------------------------------------------------------------------------------------------------------I agree to accept the loan of the equipment listed under the conditions given in this document.
User
Signature
User Name (Print)

Date

Agreed Loan Period

Parent /Carer Signature

Parent/Carer Name (Print)

Date

To be retained by Academy Central Admin Office

Mobile Phones and Electronic Devices Policy
Trinity Academy Newcastle Trust (The Trust) works hard in partnership with all learners and
parent/carers to ensure the very best learning environment exists for all learners to realise
their full potential. To support this we ask learners not to bring mobile phones to school. The
following information highlights how this policy is supported:

Learners are not permitted to use their phones and electronic devices in school. If
parents/carers require their child to bring their mobile phone or other electrical item to
school they must have completed and returned a signed permission form (Appendix
1). Where this is the case, mobile phones will be handed in immediately to the pastoral
team and retrieved at the end of the school day.



All phones and electronic devices handed in to the pastoral team will be kept in a
named plastic bag and locked in a secure location within the pastoral office/main
school office.



All communication via phone should be made using the school’s main contact
numbers. In the event of illness or any other emergency situation, learners should
speak to the Pastoral team if there is a need to contact parent/carers at home. Health
and safety regulations require all contact with parent/carers to be made by school in
such circumstances.



The Trust policy regarding mobile phones is that mobiles are not allowed to be used
or brought into The Trust by learners. Mobile phones seen or heard being used during
the academic day will be confiscated. Bags/coats will not be routinely searched for
phones or electronic devices; although this may be undertaken if there is a concern in
school which includes reports that a mobile phone has been used by a learner.



For a first offence the learner may collect their phone at the end of the day from
Pastoral. However for subsequent offences parent/carers may collect their child’s
phone after contact from the school notifying them of the confiscation. Learners who
refuse to hand over their mobile phone on request will have a phone call home
immediately and a decision will be made on the next step in co-ordination with the
parent/carer. Persistent offenders may receive a follow up meeting with the pastoral
team, Senior Leaders and parent/carers.



Confiscated phones will be released to parents or nominated adults between 8.00am
and 4.00pm from the main reception. Please note that any items will be held for six
months. If not collected after this time they will be disposed of.



Parent/carer are politely asked to support the school policy by not attempting to make
contact with their child during the school day via their mobile phone. Parent/carers
should contact the school on the main number 0191 2986950



If a learner is found taking photographs or video footage with a mobile phone of either
learners or teachers, this will be regarded as a serious offence and the Head teacher
will decide on appropriate disciplinary action. In certain circumstances, the learner may
be referred to the Police. If images of other learners or teachers have been taken, the
phone will not be returned to the learner until the images have been removed by an
appropriate person.



The Trust accepts no liability for the loss or damage to mobile phones which are
brought into the academy or academy grounds.

Appendix 1: Permission form allowing a learner to bring their phone to school

LEARNER DETAILS
Learner name:
Year group/tutor class:
Parent/Carer name:

My child will have a mobile phone with them at school because they are (Please tick where
appropriate):
Traveling to and from school alone
A young carer
Attending after-school clubs
Learners who bring a mobile phone to school must abide by The Trust’s policy on the use of
mobile phones.
The Trust reserves the right revoke permission if learners don’t abide by the policy.
Parent/Carer signature: _____________________________________
Learner signature: ______________________________________

CODE OF CONDUCT
Safeguarding learners and teachers online.
This guidance should be read as part of Trinity Academy Newcastle Trust’s updated
Safeguarding Policy during the Covid-19 lockdown period and will be reviewed when
Government guidance changes.
This should be read alongside the following policies and guidance:
 Safeguarding Policy
 Child Protection Policy
 Online Safety Policy
 Keeping Learner Safe In Education 2020
 Code of Conduct Policy
Although all schools are fully re-opened some learners may have to self-isolate at times.
Keeping teachers safe when providing remote education is also essential. Remote education
is a new experience for both staff and learners, so it’s important that schools understand
how to approach safeguarding procedures online.

Remote teaching
In England, the Department for Education (DfE) has no expectation that teachers should livestream
or pre-record lessons. Schools should consider the approaches that best suit the needs of their
learners and staff (DfE, 20201).
If you do plan to record or livestream lessons via an online platform, you need to assess any risks
and take appropriate actions to minimise harm.
Staff must not utilise any kind of online/virtual activity with learners, unless it is planned and
authorised from their HOS. All external visits MUST be hosted by a member of Trust staff using
TEAMS.

Things to consider include:
Where there is any external presentation/virtual external visit taking place?






The Visitor Vetting Policy and process must be adhered to at all times.
Teachers/External Presenters should be in a neutral area where nothing personal or
inappropriate can be seen or heard in the background.
A Lobby to control entry to the session must be activated.
Ensure the visitor has no access to record the session.
Professional dress must be maintained at all times during the live sessions.

This is not an exhaustive list and all staff must adhere to Trust policies and procedures when
engaging in remote learning.

Which platform will you use?

Always make sure the platform you are using is suitable for the learner’s age group. Set up school
accounts for any online platforms you use (don’t use teachers’/External Presenters’ personal
accounts). Check the privacy settings.

Livestreaming
Livestreaming can be used by schools to broadcast an event taking place in school or to view
external events. It’s a valuable educational medium which can connect your school with the
community and with events outside of your locality.
To create a safe environment for learners and young people when watching or engaging in a
livestream, there are several things you should consider.
Before starting any livestream, remind learners:
 not to share private information
 not to respond to contact requests from people they don’t know
 who they should tell if they see or hear anything upsetting or inappropriate.
Whether hosting or joining a livestream, you must get consent from parents and carers and learners
if any images of or identifying information about the child may be used.

Hosting a livestream
Hosting a livestream means any situation where the school instigates, publishes and is responsible
for streaming online content. This includes livestreaming lessons, assemblies, announcements,
activities, and if external visitors livestream on the school site.
When hosting a livestream
 consider which platform to use since free platforms such as YouTube or Facebook Live do
not allow you to restrict the audience
 consider inviting your audience to register to watch the stream and issue a log in and
password, or investigate using a custom platform if livestreaming is regularly used in your
school
 familiarise yourself with the privacy settings and know how to report any offensive or
abusive content
 the stream should take place in school time and on school premises and must be supervised
by appropriate adults at all times
 be sensitive to the needs of individual learners, including those with specific learning
difficulties and learners who may be sensitive to certain topics or issues that may arise
during the livestream
 appropriate staff should supervise and be on hand to handle any sudden changes or
upsetting developments that may occur during the livestream.

Joining a livestream
If you join a livestream that is hosted by someone outside the school, you may be able to participate
through posting audio or written comments and liking or sharing the stream.
If you are joining a livestream
 familiarise yourself with the type of content to be used in the stream and check it is
appropriate and relevant
 check with the provider on how they will use the stream in future. For example, will it be
kept for archive purposes and will it be broadcast as a recorded event?
 make sure learners know they don't have to contribute to request donations on celebrity or
vlogger streams



remind learners that any comments posted will be seen by others and cannot be edited or
deleted and this can become a part of their digital footprint

Contacting learners at home
While schools are closed staff might need to contact learners individually, for example to give
feedback on homework. Staff should only contact learners during normal school hours, or at times
agreed by the school leadership team (DfE, 20202).
Staff are reminded of our code of conduct and how you are expected to behave.
Any one-to-one sessions, for example pastoral care meetings, should be risk assessed and approved
by the school’s leadership team (DfE, 20203). Staff should know what safeguarding measures to take
if they are having a one-to-one conversation with a child.
Use parents’ or carers’ email addresses or phone numbers to communicate with learners, unless this
poses a safeguarding risk. Use school accounts to communicate via email or online platforms, never
teachers’ personal accounts.
Make sure any phone calls are made from a blocked number so teacher’s personal contact details
are not visible.
If staff members are accessing families’ contact details at home, ensure they comply with the most
up to date version of the Data Protection Act 2018

Child protection concerns
Staff are reminded to follow the Trust’s safeguarding and child protection policy and procedures.
Ensure that you contact your nominated Designated Safeguarding lead or deputy if you have any
concerns about a child. This may be because:
 a staff member sees or hears something worrying during an online lesson
 a child discloses abuse during a phone call or via email.
The Designated Safeguarding Lead should keep a note of any contact numbers they may need while
the school is closed, for example learner’s social care and the local police.
Remember that anyone can contact the NSPCC helpline for advice if they are worried about a child’s
wellbeing. Their trained professionals will talk through your concerns with you and take action to
protect the child if necessary. You can call them on 0808 800 5000 or email help@nspcc.org.uk

Online safety
Learner and young people are likely to spend more time online due to social distancing. Talk to them
regularly about the benefits and risks of the online world and give them space to ask questions and
talk about anything that worries them

Mental health and wellbeing
Learner and young people may be worried about the impact of coronavirus, social distancing or selfisolation. Those who already have mental health difficulties such as anxiety might be finding things
particularly tough. Talk to them about what’s happening, check how they’re feeling and keep them
as well informed as you can.
Tell learner and young people where they can go if they are worried about anything or need to talk
to someone while school is closed.
Learners’ Expectations
All learners are expected to;








Attend remote lessons on time
Be ready to participate
Be dressed appropriately as in usual classroom expections eg no caps/hoods
Unless using your mobile phone for the lesson, then to switch phone off/silent and put away
No smoking
No swearing

Appendix
Childline provides a range of online tools that young people might find helpful:
 information about coronavirus
 Calm Zone – activities to help let go of stress
 games to help take your mind off things
 information and advice on a range of topics including feelings, relationships, family and
schools
 peer support message boards
 Childline Kids, our website for under 12s.
Childline can also give confidential help and advice. Calls to 0800 1111 are free or learner can get
support online.
Support for Parents and carers to keep their learner safe online
Use these resources to support parents and carers to keep their learner safe online:
 Thinkuknow provides advice from the National Crime Agency (NCA) on staying safe online
 Parent info is a collaboration between Parentzone and the NCA providing support and
guidance for parents from leading experts and organisations
 Childnet offers a toolkit to support parents and carers of learner of any age to start
discussions about their online life, to set boundaries around online behaviour and
technology use, and to find out where to get more help and support
 Internet matters provides age-specific online safety checklists, guides on how to set parental
controls on a range of devices, and a host of practical tips to help learner get the most out of
their digital world
 London Grid for Learning has support for parents and carers to keep their learner safe
online, including tips to keep primary aged learner safe online
 Net-aware has support for parents and carers from the NSPCC, including a guide to social
networks, apps and games
 Let’s Talk About It has advice for parents and carers to keep learner safe from online
radicalisation
For Education Staff : UKCIS guidance on sharing nudes and semi-nudes

Appendix 4: online safety training needs – self audit for staff
ONLINE SAFETY TRAINING NEEDS AUDIT
Name of staff member/volunteer:

Date:

Question

Yes/No (add comments if necessary)

Do you know the name of the person who has lead
responsibility for online safety in school?
Are you aware of the ways learners can abuse their
peers online?
Do you know what you must do if a learner
approaches you with a concern or issue?
Are you familiar with the school’s acceptable use
agreement for staff, volunteers, Directors and visitors?
Are you familiar with the school’s acceptable use
agreement for learners and parents?
Do you regularly change your password for accessing
the school’s ICT systems?
Are you familiar with the school’s approach to tackling
cyber-bullying?
Are there any areas of online safety in which you
would like training/further training?

Michelle Higgins
Head of Safeguarding and Inclusion – Sept 2021 (To be reviewed in line with changes in Government
Guidance)

Signed on behalf of the Board:

Peter Carter (Chairperson of the Board)
Date: December 2021

